NSTALLATION D'UN PAREFEU ROUTEUR (PFSENSE)

Dans le cadre de ma formation,nous avons mis en place un serveur pfSense sur une
VM via VirtualBox. pfSense est une distribution FreeBSD spécialisée dans les
fonctions de pare-feu et de routeur, offrant une grande flexibilité et de nombreuses
fonctionnalités avancées. Ce serveur a été utilisé pour sécuriser et gérer le trafic
réseau dans un environnement simulé.

Configuration de la VM :

- Systéme d'exploitation : pfSense
- Processeur: 1 coeur

« Mémoire vive (RAM) : 2048 Mo

- Espace disque : 20 Go

Etape 1 : Préparation de I'environnement

Nous avons commenceé par télécharger I''SO de pfSense depuis le site officiel et créé
une nouvelle VM dans VirtualBox avec les paramétres suivants :

« Type de systeme d'exploitation : BSD
« Version : FreeBSD (64-bit)
« Nomdela VM : pfSense

Ensuite, nous avons monté I''SO de pfSense sur la VM et démarré l'installation.
Etape 2 : Installation de pfSense

L'installation de pfSense a été réalisée en suivant les étapes de |'assistant
d'installation :

- Choisir I'option d'installation par défaut (Install)
« Accepter les parameétres de partitionnement automatique
+ Installer pfSense sur le disque dur 0 Redémarrage du systeme
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Helcame
Helcome to pfSense!

l Install Install pfSense

Rescue Shell Launch a shell for rescue operations
Recover config.xnl Recover config.xml from a prewvious install

<Cancel>

Partitioning
How would you like to partition your disk?

Auto (UFS5) Guided UFS Disk Setup
Hanual Hanual Disk Setup (experts)
Shell Open a shell and partition by hand

< IK 3 <Cancel>
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ZFS Configuralion

Configqure Options:

s> Install

Pool Type/Disks:
Rescan Devices
Disk Infe

Pool Hame

Force 4K Sectors?
Encrypt Disks?
Partition Schene
Suap S5ize

Hirror Swap?
Encrypt Suap?

-

b o, Ay e m B g WA g ol

stripe: B disks
*

*

pfSense

¥YES

HO

GPT (BIODS)

1g

HO

HO

i lect >} <Cancel>

———[lUse alnum, arrouws, punctuation, THB or ENTER]————--

ZF5 Configuratlion
Select Virtual Device type:

mirror HMirror — n-Hay Hirroring

raidid RBAID 1+ - n x 2-Hay Hirrors
raidz1 RAID-Z21 - Single Redundant RAID
raidz? RAID-22 - Double Redundant RAID
raidzd RAID-Z23 - Triple Redundant RAID

<Cance ¥
TAB or ENTERI]

< _IK >

et —[Press arrous,
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pfSense Installer

2F5 Configuration

|_IEI

GO < back >

= Eunflgurﬂtlun:

fire you sure you want to

‘the current cuntentﬁ of the following disks:

< \ES > < HD_ >
[Press arrows, TAB or EHTERI]
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Checksum Verification]
[ In Progress 1

base.tuz

Verifying checksuns of selected distributions.

[—Dverall Progress

ai

{Complete|
Installation of pfSense complete!

Hould you like to reboot into the
installed system now?

[Reboot] [ hell 1

Etape 3 : Configuration initiale de pfSense

Aprés l'installation, nous avons effectué la configuration initiale de pfSense via
l'interface console :

- Définir les interfaces réseau (WAN et LAN)
- Attribuer les interfaces réseau
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. done.

pfSense 2.7.2-RELEASE amdb4 2H231286-2818

Bootup complete

reeBSD/amd64 (pfSense.home.arpa) (ttyv@)

irtualBox Virtual Hachine - Hetgate Device ID:

*x Helcome to pfSense 2.7.2-RELEASE

HAH (wan)
LAH (lan)

-» emf -
-» eml

Logout (55H only)

Assign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt system

Ping host

Hssign Interfaces

Set interface(s) IP address
Reset webConfigurator passuword
Reset to factory defaults
Reboot system

Halt system

Ping host

Shell

nter an option: 1

interfaces are:

AG:.88: :ae:cd: 38
A8 :88: :1e:b66:41
Ag:88: :dB8:8e:7b
Ag:88: :63:7f:81

(up)
Cup)
(doun)
(doun)

be set up first?

f VYLAHs will not be used, or only for optional
tay no here and use the webConfigurator to configure VLAHs later.

MOHAMED ZOUGHLAMI

-» wd:

c8b639ced1a/98e925969

(amdb4) on pfSense ===

192 .168.1.1/24

9)
18)
11)
12)
13)
14)
15)
161

Intel(R)
Intel(R)
Intel(R)
Intel(R)

pfTop

Filter Logs

Restart webConfiqurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPH

p p

Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPH

Legacy PRO/188B8 HT §2548EH
Legacy PRO/188B8 MT 8254B8EH
Legacy PRO/1888 HT 82548EH
Legacy PRO/188B8 HT 8254BEH

interfaces, it is typical to

if required.
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ing
8) Shell

nter an option: 1

alid interfaces are:

BG:BB:27:ae:cd:38 (up) Intel(R) Legacy PRO/1888 HT G8254BEH
HB:HH:27:1e:66:41 (up) Intel(R) Legacy PRO/18HA HT 82548EH
B8:B8:27:d8:8e:7b (down) Intel(R) Legacy PRO/1888 HT 82548EH
A8:88:27:53:7f:81 (douwn) Intel(R) Legacy PRO/18HA HMT 8254BEH

Do VLANs need to be set up first?
If VLANs will not be used, or only for optional interfaces, it is typical to

Eay no here and use the webConfigqurator to configure VLAHs later, if required.

bhould VLAHs be set up now [yInl? n

[f the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection. please disconnect all
interfaces before pressing 'a’ to begin the process.

nter the MAH interface name or 'a’ for auto-detection
emd eml em? em3 or a): emH

interfaces are:

HB:HH:27:ae:cd:38 (up) Intel(R) Legacy PRO/18BHA HT 82548EH
B8:88:27:1e:66:41 (up) Intel(R) Legacy PRO/1888 HMT B82548EH
B8:H8:27:d8:8e:7b (down) Intel(R) Legacy PROJ1HHA HT 8254dEH
B88:80:27:53:7f:81 (down) Intel(R) Legacy PRO/188BA MT B82548EH

Do VLHNs need be set up Tirst?
f VLANs will not be used., or only for optional interfaces, it is typical to
Eay no here and use the webConfigurator to configure YLHAHs later., if reguired.

bhould VLAHs be set up now [ylnl? n

f the names of the interfaces are not known, auto-detection can
hbe used instead. To use auto-detection, please disconnect all

nterfaces before pressing 'a’ to begin the process.

nter the HAH interface name or 'a’ for auto-detection
emd eml em2 em3 or a): enf

nter the LAH interface name or 'a’ for auto-detection
OTE: this enables full Firewalling/HAT
eml em?2 em3 a or nothing if finished):
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L e 1ntertaces are no nown, auto-detection can
he used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

nter the HAH interface name or "a’ for auto-detection
emB eml em2 em3 or al): emf

nter the LAN interface name or 'a' for auto-detection
OTE: this enables full Firewalling/HAT mode.
eml em2 em3 a or nothing if finished): eml

nter the Optional 1 interface name or 'a’ for auto-detection
em2 em3 a or nothing if finished): em2

nter the Optional 2 interface name or 'a’ for auto-detection
em3 a or nothing if finished): em3

he interfaces will be assigned as follous:

emB
eml
emz2

nroceed [

nter an option:

reeB5D/amdb4 (pfSense.home.arpa) (ttyvB)

irtualBox VYirtual Hachine - Hetgate Device ID: c8639cedla?98e925969
#* HWelcome to pfSense 2.7.2-RELEASE (amd64) on pfSense *==

HAH C(wan) -» enHd -7
LAN (lan) -» enl -» wvd4: 192.168.1.1/24
OPT1 (optl) -» en2 -
OPTZ (opt2) -» em3 -

Logout (55H onlyl pfTop

Assign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfSense tools
Reset to factory defaults Update from console

Reboot system Enable Secure Shell (sshd)
Halt system Restore recent configuration
Ping host Restart PHP-FPH

Shell
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LAH (lan) 192.168.1.1/24
OPT1 (optl)
0PTZ (opt2)

Logout (55H only) pfTop

Assign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfSense tools
Reset to factory defaults Update from console

Reboot system Enable Secure Shell (sshd)
Halt system Restore recent configuration
Ping host Restart PHP-FPH

Shell

nter an option: 2
vailable interfaces:
HAH (emB - dhcp. dhcpb)
LAH (eml - static)
OPT1 (em2)
OPTZ2 (em3)

nter the number of the interface

HAH (emB - dhcp. dhcpb)
LAH (eml - static)

OPT1 (enZ)

OPTZ (em3)

nter the number of the interface you wish to configure:

onfigure IPv4 address HAH interface wia DHCP? (y/n) n

nter the new HANM IPv4 address. Press <ENTER> for none:
192.168.23.254

bubnet masks are entered as bit counts (as in CIDR notation) in pfSense.
p.g. 255.255.255.08 24

255.255.8.8 16

255.8.8.8 8

nter the new HAH IPv4 subnet bit count (1 to 32):

or a HAH, enter the new WAH IPv4 upstream gateway address.
or a LAH, press <EHTER»> for none:
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or a LHH, press <EHTER> for none:
192 .166.23.26808

bhould this gateway be set as the default gateway? (y/nd) y
onfiqure IPv6 address HHH interface wia DHCP6? (y/n) n
nter the new HANH IPv6 address. Press <ENTER> for none:
Do you want to enable the DHCP server on HAHY? (y/n) n

Disabling IPw4 DHCPD...
Disabling IPw6 DHCPD. ..

Do you want to revert to HTTP as the webConfigurator protocol? (y/nl) y

Please wait while the changes are saved to HAH. ..
Reloading filter...

Reloading routing configuration...

DHCPD. . .

Restarting webConfigurator...

he IPv4 HAH address has been set to 192.168.23.254/24

Press {ENTER»> to continue.

Etape 4 : Accés a l'interface web de pfSense

Une fois les interfaces réseau configurées, nous avons accédé a l'interface web de
pfSense en utilisant I'adresse IP de l'interface LAN :

«  http://192.168.1.1
Les étapes suivantes ont été réalisées :

- Connexion avec les identifiants par défaut (admin/pfsense) 0 Changement du
mot de passe par défaut
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z. im} Bl pfSense - Login x |+ = d X
& @ A Nonsécurisé | 192.168.1.1/indexphp L2 as A ¥ 7z -

fJisense p—

admin

SIGN IN

| O A Non sécurisé | 192.168.1.1/system_usermanager.php?act=edit8useri... / Qi

>
i
=)
3]
P

Rlisense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

System / User Manager / Users/ Edit L 7

Users Groups Seftings  Authentication Servers

—
Defined by SYSTEM L\,
Disabled [CJ This user cannot login
Username admin
Password X
Full name System Administrator

BN o e ot Mn ot f o ato o ol

Etape 5 : Finalisation
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Nous avons maintenant acces a l'interface du Routeur pfSENSE : 0 Configuration de
l'interface VLAN (type de connexion, adresse IP, etc.)
« Configuration de l'interface DMZ (adresse IP, masque de sous-réseau)

z. {im] Bl pfsensehomearps - Interdfaces X | — o X
“— & A Monsécurisé | 192.168.1.1/interfaces.phpif=opt2 D @, A Y [u] 7= %3 o
Enable Enable interface a

Description dmz

Enter a description (name) for the interface here

IPv4 Configuration Static |Pvd w
Type
IPv6 Configuration None v
Type
MAC Address R R KK

This field can be used to modify ("spoof") the MAC address of this interface.
Enter a MAC address in the following format: soisaocxxooex or leave blank.

MTU
if this field iz blank, the adapter's default MTU will be usad. This is typically 1500 bytes but can vary in some circumstances.
MSS
If 2 value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4
(TCP/IPv4 header size) and minus 60 for IPv6 (TCP/IPv6 header size) will be in effect
Speed and Duplex Default (no preference, typically autoselect) v

Explicitly set speed and duplex mode for this interface
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its
speed and duplex forced.

Static IPv4 Configuration

IPv4 Address 192.168.3.1 /] 24

v -

Conclusion :

En conclusion, cette mission m'a permis de développer et de valider mes
compétences en administration de systemes et réseaux, conformément aux
exigences du module [insérer le nom du module]. J'ai démontré ma capacité a
installer, configurer et sécuriser un serveur de pare-feu et de routage avec pfSense.
Ce projet m'a également sensibilisé aux enjeux de la sécurité réseau et de la gestion
des pare-feu en entreprise.
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